Subject: Your site targeted to attack.
Date: Mon, 2 Feb 2004 16:40:58 +0600

Your site is under an attack and will be to the next weekend. You can increase your pipe all you want and it won't help. You have a flaw in your network that allows this to take place. You have 2 choices. You can ignore this email and try to keep your site up, which will cost you tens of thousands of dollars in lost wagers and customers, or you can send us $15k by Western Union to make sure that your site experiences  no problems. If you send the $15k your site will be protected not just this weekend, but for the next 24 months. This will let you enjoy business with no worry. If you choose not to pay for our help, then you will probably not be in business  much longer, as you will be under attack each weekend for the next 20 weeks, or until you close your doors. You can always choose to wait, see what happens, and then contact us for our help when you realize you can't do it yourself, however, then it will cost you more and your site will still be down. The choice is yours as we await your response.

Sent :  Sunday, February 1, 2004 1:04 AM  
Subject :  Re:
Dear friends,
Gentlemens,
You paid to group of the impostors. They do not have authority in "our" world. How many you have paid to them? We understand that you now anything will not pay, but if you want, we can make so that on your sites never were attacked in the future. Certainly it not free-of-charge. But it not that sum to panic.
Best regards, your friends. –

Posted At: Wednesday, January 28, 2004 2:22 PM
Posted To: 

Conversation: You are under attack 

Subject: You are under attack 

Dear Client,

We were contacted by a client who was attacked this past weekend. It was not us and we are men of our word. If you are ever attacked by anyone, please email us during the attack and we will help you stop it. We do this for free, as you are a client.

P.S. Do not pay to anyone!!!

Sent: 17 January 2004 10:47
To: 

Subject: Your site is down.

Importance: High

This is what all your customers are going to be telling you this Sunday and on Super Bowl Sunday. You can triple the size of your pipe and it still won't help. You will be under a dos attack, just like the attacks that so many others have experienced this football season.

 

The choice is simple, either you make a deal with us to protect your site from this happening, or you can forget about taking any more bets over the internet. The sites that cared about their business paid us the $40,000 for 1 year of protection and have experienced no problems since making the deal. The ones that refused to pay have lost much more than what we have asked for as their site keeps going up and down.

You have 3 choices. You can make a deal with us now before the attacks start. You can make a deal with us when you are under attack. You can ignore us and plan on losing your Internet business.

You can make a deal with us before the attacks start by agreeing to pay $15,000 for 6 months protection. The funds have to be sent by Western Union and must be sent the same day the deal is made.

If you wait to make a deal with us when the attacks start, it will cost you $25,000 for 6 months protection and the lost revenues as your site will stay down until the $25,000 is received.

If you choose to ignore this email, you will see how painful it can be when you get emailed from your customers with the subject your site is down.

Received: 12/21/2003 5:11 AM
To: 

Subject: FW: hello

hello we attack your site for some time, we wait 10.000$ bank wire on our bank account, when we receive money, we stop attack immediately. If we not receive money, we also destroy your DNS servers, and your domain name has been banned for a long time, and you pay a lot money for return it. 

Think about how much money you lose while your site is down, but if you pay us, we stop attack immediately. And not you dont hear about us or another team for 2 years minimum. 

Subject: welcome aboard
Date: Sun, 14 Sep 2003 10:53:06 -0700 (PDT)

Hello (name removed)

Thank you for making the deal. We will live up to our end. You have any problems at all, just email us and we will help you!

Subject: Simon says
Date: Sat, 13 Sep 2003 22:41:47 -0700 (PDT)

Dear (name removed)

I am sending this to you, because it is obvious to me that your manager is either an idiot or does not care about your business

I gave you time to send the $40k or the price will go up to $50k. I will not call, I will not negotiate, but I will let you know what I will do.

If you have not sent the $50k by 10am Sunday, then I will take down both your pipes, as well as (url removed).

Since your w/u office seems to be closed, you mine as well close your doors for Sunday. No money, No site. If your idiot manager would not of wasted a day, your problems would be behind you.

Up to now, you have seen about 25% of what we can do, Sunday you will see just enough to make sure you are not found, no matter what you do. 

If I do not receive an email from you by 9am agreeing to send the $50k by 10am, the price will then go up to $60k and we will chat again Monday. 

p.s. Do you think you will lose more than $50k Sunday? What about the next 20 weeks. The choice is yours.

p.s. p.s. As you can see, we have let you back up for the night.

Posted At: Saturday, September 13, 2003 10:39 AM
Posted To: 
Conversation: u r under attack
Subject: u r under attack
Dear (name removed)

As you can see your site is under attack. We have found a problem with your network that allows these attacks to happen.

We can make these attacks stop, and make sure they do not happen again if you western union us $40k.

If you think you can fix this problem yourself, you are wrong.

p.s. You will lose more than $40k in the next couple of hours if you do not resolve this problem.

Subject: Sports book DDoS attacks
Dear (name removed),

My name is (name removed) from (name removed) and we spoke earlier today. I'm not sure if you have been sent any of these already but I thought you might like to see copies of the type of correspondence we have received from the various hackers that are out there. There are more but it should give you an idea of the scale and frequency of these attacks.

If you have any further questions or queries, please do not hesitate to contact me.

Best Regards. 

